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INTRODUCTION
Custodians and tech providers can be considered the gatekeepers to the institutional 
adoption of crypto. In today’s technology-driven financial markets, the integration of 
blockchain and crypto has provided incredible opportunities for investment and new 
services. However, it also adds additional layers of complexity and regulatory uncertainty, 
especially in terms of security and customer protection.

For institutions, being fiduciaries means that high security is of the utmost importance, 
thus turning to professional custodial services for their invested capital is becoming 
the preferred course of action. Custodians not only provide the necessary storage 
infrastructure, but their full-stack offerings are unique in connecting institutions with new 
market exposure, tech integrations and other services. Not to mention, we are dealing 
with a completely new type of asset class that is still under scrutiny from regulators in 
terms of how to safeguard it. 

 
It is not just about storage

Custody also paves way for other services to flourish, such as staking, prime brokerage, 
lending, and accounting, to name a few. Without assets in custody, these services may 
not even exist and customers would have more difficulty to receive bespoke solutions 
and gain more value from their custodied assets. This allows custodians to provide a 
comprehensive suite of crypto services that are attractive for institutions and enterprises. 
But more importantly, they enable institutional investors, who are required to store their 
assets with a regulated custodian, to enter the crypto market space.

As the cryptocurrency market grows, so does the value of crypto assets. Their rise in 
price also comes hand-in-hand with the demand for safe and secure storage options as 
they become attractive targets for hackers and theft. In the height of recent events, such 
as the ~$196million Bitmart exchange hack, and $97 million Liquid exchange hack, the 
importance of storage remains an ongoing concern for the industry. 

So what are some key statistics that are important to understand the need for secure 
custody solutions?

• In 2021, Chainalysis reported that approximately 20% of all existing bitcoins appear 
to be in lost wallets. Worth $205.8 billion as of December 2021.

• 47 cryptocurrency exchanges have suffered major hacks, in which 19 of them were 
hacked in 2019 alone. This has resulted in a total of $2.95 billion in funds stolen 
from customers.

• Poly Network lost $600 million after hackers exploited one of their smart contracts.

• Latest exchange hacks occurred in August (Liquid), December (Bitmart) 2021, and 
January 2022 (Crypto.com) totaling $280+ million in lost funds.

https://www.coindesk.com/tech/2021/12/06/bitmart-ceo-says-stolen-private-key-behind-196m-hack/
https://fortune.com/2021/08/19/hackers-liquid-crypto-exchange-japan-100-million-ethereum/
https://www.hedgewithcrypto.com/cryptocurrency-exchange-hacks/
https://fortune.com/2021/08/19/hackers-liquid-crypto-exchange-japan-100-million-ethereum/
https://www.coindesk.com/tech/2021/12/06/bitmart-ceo-says-stolen-private-key-behind-196m-hack/
https://techcrunch.com/2022/01/19/crypto-com-ceo-admits-hundreds-of-customer-accounts-were-hacked/
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This is where custody services come into play. The demand for security and safety is 
particularly a matter of concern for large institutions, exchanges, and even governments 
looking to invest and store their crypto assets safely. These services have also allowed 
other traditional players to enter the crypto space — such as hedge funds, family offices, 
and other financial institutions who need liquidity and/or safekeeping.

Since the beginning of 2019, assets under custody (AuC) have grown an impressive 
~600%. Of course this number is taken as an estimate, as it is measured relative to the 
total cryptocurrency market cap. This does not include the number of assets that are 
undisclosed by various custody providers. Regardless, growth is evident and here are 
some key statistics from providers below:

• Genesis Custody has seen a 47% increase in the number of customers onboarded 
in Q2-Q3 2021. 

• Ledger Enterprise reported an increase of 60% in customer count and x10 in 
secured assets.

• BitGo’s AuC is now valued at $64 billion. A 492% increase since December 2020.

• Coinbase, Paypal, Genesis and Gemini have all acquired crypto custody infrastructure 
companies to enhance their security for crypto assets and offer new services.

• Fireblocks reported a 350% increase in revenue in 2021 VS 2020, and at the same 
time saw an increase of 1900% in AuM. 

As another metric to support the importance of the ecosystem and traction it is getting, 

* Disclaimer: This is an estimation based on publicly available information and numbers disclosed to Blockdata    
during our research and interviews gathered from custody providers.

July ‘21July ‘20July ‘19 ~Jan ‘22Jan ‘21Jan ‘20Jan ‘19

113113..33

7788..776677.9.95959559.9.666600..225577..334455..113322

Assets Under Custody
($ Billions)

Total Market Cap
($ Trillions)

BLOCKDATA IS A CBINSIGHTS COMPANY
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we can look at the funding in the custody space. It clearly shows that there has been a 
huge uptick in the deployment of capital in 2021, just touching ~$4.5 billion. This accounts 
for approximately 20% of the funding that has entered the blockchain industry in 2021.

In this research, Blockdata dives deeper into the crypto custody industry — with the 
goal to clarify the distinctions between the various custody providers that operate in 
the market. The statistics look great, but crypto custody is complex, nascent, and can 
be a regulatory headache for the many actors involved. We are not dealing with 
traditional financial instruments anymore, but rather a completely new asset class. This 
asset class requires new forms of security measures due to its reliance upon blockchain 
technology. Instead of certificates, investors have to manage private keys, which also 
require innovative management processes in order to ensure fund safety and security. 

$309M

$896M

$101M

$851M

$4577M

BLOCKDATA IS A CBINSIGHTS COMPANY

AS OF 
1ST JAN 2022
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WHAT IS CRYPTO CUSTODY?
Crypto custody, also referred to as digital asset custody, can be defined as the safekeeping 
and protection of a customer’s crypto assets. These assets are protected in a controlled 
manner - usually by a professional service managing a client’s private keys, or a 
technology provider who provides custom custody solutions that keep the client in control 
of their private keys. Simply put, crypto custody involves how the assets are stored, 
processed and what security measures are put in place to ensure maximum protection, 
while reducing risk from potential theft, hacks and other forms of misappropriation.

This risk is transferred to crypto custodian, a company that provides the service of 
safekeeping a client’s cryptocurrencies. They are similar to custodians in the traditional 
financial markets, but the main difference is the type of “asset in storage”, in other words, 
cryptocurrencies. 

Traditional Custodian
Responsible for holding a client’s securities (usually in electronic or physical form). They 
have physical control over financial accounts and use a depositary service for storage. 
A basic example is storing gold in physical vaults. 

Crypto Service Providers: 

• Crypto Custodian — Responsible for the management and security of a client’s 
private keys. It is these private keys that custodians need to safekeep against 
unauthorized access, attempted theft, and loss. Custodians maintain control over a 
client’s private keys.

• Custody Tech Provider — Responsible for providing the technology infrastructure 
for custody services. They also allow customers to set up their own governing rules 
for verifying transactions, and provide the technology for storing their assets. The 
private keys are managed by the client (e.g. an institution or custodian).

A more detailed description on the different custody service providers will be explained 
in section II. 

A simple visual representation of custody can be seen below which aims to explain a 
few critical connections in the ecosystem.
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Secure access:
This is the security layer built by a custody provider to enable access to a ‘crypto wallet’. 
It could be hardware, software or a mix of both. Think of this as ‘accessing your bank 
account’ where it enables a user to make transactions.

Transactions
Using a custody provider of choice, or exchange, it is possible to send transactions to 
the blockchain so they can be recorded. It is not wise to store funds on an exchange as 
we outline further on in this report.

Fiat on/off ramp
This can be a PSP that accepts fiat enabling investors to buy crypto or could take the 
form of a prime brokerage service or exchange that an investor deposits funds into. 

Direct settlement
Rather than transactions being recorded on-chain, which incurs a transaction fee and 
time, some services provide direct settlement (when there is sufficient liquidity) to various 
counterparties. This is outside the scope of this report but examples include Copper 
ClearLoop or BitGo Settlement.

BLOCKDATA IS A CBINSIGHTS COMPANY

https://copper.co/clear-loop
https://copper.co/clear-loop
https://www.bitgo.com/services/prime/settlement


9

I. WHY IS CRYPTO CUSTODY BECOMING 
INCREASINGLY MORE IMPORTANT? 

In recent years, the blockchain industry has seen incredible growth in terms of funding 
and external capital from industry leaders across the globe. 

Both institutions and crypto native businesses (like exchanges) hold large amounts of 
assets. The need for storage is becoming more important as the value of these assets 
grow. For financial institutions it is more a matter of upholding their position as a fiduciary, 
and a trustee on behalf of managing their clients funds. Since cryptocurrencies are a 
relatively new form of asset, the risk of losing one's private keys and the irreversible 
nature of transactions becomes a technical challenge. Therefore, operational know-how 
is vital to ensure safekeeping and security.

Below are 5 major reasons why crypto custody is becoming more important. This includes 
all types of investors — but primarily concerns itself with those who hold large amounts 
of crypto, such as hedge funds, governments, and financial institutions.

Reduced Risk Of Self-Storage
As digital assets grow in value, storing your private keys and account details are 
becoming more important. Safely storing your assets with a custodian can make the 
job of key management a lot easier than taking care of this yourself. The responsibilty is 
off-loaded onto the professional custodian, therefore investors of any type can benefit 
from the general risks associated with self-storage.

Reduced Risk From Exchanges
Exchanges provide a lot of liquidity for users, but these wallets are online (hot) and present 
a number of risks such as a being an attractive target for hackers. Some exchanges 
are not even regulated and therefore vulnerable to potential closure, as well as central 
party failures. Custodians provide investors with more secure, regulated and off-line 
(cold) storage option to mitigate these risks.

Operational Expertise
Custodians can provide the operational knowledge and know-how to clients on custody 
and asset services. This can include yield farming (equivalent of traditional interest-
bearing loans), and encourage market participation. As experts in their domain, 
custodians are able to service their clients with the correct processes that are up to par 
with regulators, auditors, insurers and security experts.

Insurance & Disaster Recovery
Custodians can provide the necessary insurance in case of third-party hacks, theft of 
private keys, and dishonest acts by the custodian employees. The custodian will make 
best efforts to distribute insurance recoveries across clients who have experienced losses. 
Insurance and recovery policies are there to provide customers with ease and security.
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Once a nascent sub industry of crypto, crypto custody and its service providers are 
becoming one of the most popular avenues fueling institutional adoption. Most, if not 
all of the hacks in this industry that have taken place are not due to bad management or 
code on the custodian’s side, rather, these have been the result of bad key management 
by exchanges. A perfect example of this was the latest Bitmart hack, where hackers 
stole the private key which compromised two of their hot wallets leading to a drain of 
$195 million from the exchange. 

As we enter the next stage of crypto adoption, it is clear that not every organisation 
has the knowledge or capacity to custom build a solution to custody their own assets 
— and neither should they, as there are sufficiently experienced providers to outsource 
this challenge to. 

The companies that we look at in this report are showing signs of maturing, as some of 
them are almost a decade old. The conversations are changing from “can you really 
secure my assets?” to “how can your service best help me interact with the ecosystem? As 
without you it is nearly impossible”. This is also the same reason why larger companies, 
like BNY Mellon are building custody related services. Simply put, they are attempting 
to fill the demand from the market.
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II. DIFFERENT TYPES OF DIGITAL ASSET 
CUSTODY PROVIDERS

In our previous research, we compared a number of crypto service providers in the space. 
Why? It is important to show the variety of services that are available, as they can vary in 
scope, but leverage the same use case — i.e. safe custody and storage of digital assets. 

Some of them are tech providers, custodians, or even both. We will define these three 
categories further in the report. What’s interesting is that while their main objectives 
are the same — storing digital assets as safely as possible — not all crypto custody 
providers are the same. There are a lot of differences between them, such as the way 
they store crypto assets, whether they are regulated and whether they have insurance. 
So Blockdata decided to compare a few in the image below. These services are ranked 
(left to right) in accordance with total assets under custody (AuC).

¹ for technology providers AUC is the total amount of assets under self-custody by clients.
² technology providers have different regulatory requirements than custodians.

https://www.blockdata.tech/blog/general/crypto-custody-providers-compared-2021
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Approximately 10% of all cryptocurrency is currently stored by these eight custody 
service providers, which is worth ~$247 billion as of December 2021. That’s quite a 
significant number, considering that not all custody providers disclose their assets. In 
addition, there are various other providers who are building custom custody solutions 
for banks and institutions.

Why various custody providers have emerged 

The main reason is in the nature of the crypto asset itself. Cryptocurrencies are not a 
traditional financial instrument or a physical asset, where investors can simply store them 
in a physical vault or with a traditional custodian. Rather, this new asset class, operating 
on blockchain technology, greatly reduces these traditional physical custody risks, but 
brings a new risk with it. This is most commonly referred to as private key management 
and its authentication procedures.

In short, some clients may want to manage the private keys themselves, whereas others 
wish to rely on professionals who will take on this responsibility for them. Both clients 
may have their own reasons, so it is important to define which custody service provider 
is best suited for them, and how new market participants can tell them apart. 

Blockdata has broken down the custody landscape into three types: 

1) Custodians

2) Technology Service Providers

3) Hybrid custodians 

https://www.blockdata.tech/blog/general/crypto-custody-providers-compared-2021
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CUSTODIANS:
A custodian is a third-party service provider that stores and manages their customers̓  
assets in a safe, accessible, protected and preferably in a regulated manner. 

Custodians take on the primary role of managing and protecting a customer’s private 
key information. This means they have permission to move their client’s funds. Clients 
include institutional investors, such as family offices, hedge funds, large corporations, 
and high networth individuals. Custodians charge a fee for providing this service — 
which is often based on a percentage of the assets under custody (AuC). 

Below is a comparison between crypto custodians and traditional custodians.
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What is a regulated / qualified custodian? 

Potential clients may notice the mention of the term “qualified custody” used by the custodian. 
As regulation around cryptocurrencies is still maturing, what exactly does this mean? 

Custodians who offer qualified custody are regulated. This means they have been granted 
authority (much like a bank) to hold a client’s crypto assets. For example, in the U.S, a 
qualified custodian is SEC–registered as an investment adviser who must safeguard their 
customers funds as required by the SEC’s custody rule. This rule is designed to provide 
additional safeguards for investors against the possibility of theft or misappropriation 
by investment advisers who are registered with the SEC. 

Regulation around crypto custodians is not fully developed, and this is primarily the 
case for how crypto assets are treated under current securities law.

As a workaround, many regulated crypto custodians such as BitGo, Gemini, or Coinbase 
have become chartered trust companies, which still allows them to offer custody services 
under regulatory oversight. In other countries such as Switzerland, FINMA has provided 
a banking and securities firm license, such as to SEBA Bank to offer crypto custody.

Whereas in Germany, the Federal Financial Supervisory Authority (BaFin) has fully 
accepted crypto custodians as a new financial service. This means a regulated custodian 
can be a licensed crypto custody business offering qualified custody.

Regulated custodians are regularly audited and subject to meet the required standards 
from their respective governing bodies — such as AML/CFT procedures, confidentiality, 
and security measures. 

Key traits for crypto custodians include:

• Provider of custodianship (their own custody wallets, vaults)

• Control and access of funds lie with the custodian

• Qualified custody / managed custody

• Licensed as a trust company or crypto custody service 

An example of a regulated custodian is Anchorage after the OCC granted it a 
National Trust Bank Charter after thorough review. See what Anchorage offers as a 
custodian below:

https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-6.html


What is it? Founded in 2017 to meet the growing need for institutional custody that lets investors 
safely hold and use crypto, Anchorage Digital has grown into a full-service financial platform and 
infrastructure provider for the digital asset space. On January 13, 2021, the Office of the Comptroller 
of the Currency (OCC) approved the charter conversion application for Anchorage Trust Company 
(“Anchorage”), permitting Anchorage to become the only crypto company that holds a fully operational 
national bank charter.

Who do they serve? Anchorage serves institutional investors that wish to hold digital assets 
securely, without sacrificing usability. This enables them to participate in opportunities within the crypto 
ecosystem. Anchorage clients include traditional banks, hedge funds, family offices, venture capital 
firms, cryptonative protocols, fintechs, and more.  

Benefits? Anchorage offers institutional-grade custody, trading, financing, staking, and governance 
on decentralized blockchains via the Anchorage platform. Additionally, Anchorage helps make innovative 
financial instruments available through its APIs. With an integrated platform for custody, brokerage, 
lending, staking, governance, and the highest benchmark for regulation as a qualified custodian and 
with a bank charter, Anchorage Digital allows for peace of mind when holding assets, be that investors 
or other regulated banks using Anchorage’s custody and services. 

Technology: Their tech stack is built on top of HSM technology. They also acquired Merkle data 
in early 2020. Although primarily a custodian, Anchorage also has non-primary services for crypto 
custody tech.

MILESTONES 2021
• OCC awards Anchorage a national trust charter
• Raised $487 million with total valuation at $3B
• Helped Prometheum launch the first digital asset ATS, served 

as custodian for the first tokenized S&P funds
• First U.S. bank to custody an NFT

SERVICES
• Qualified custody
• Trading
• Access to broad liquidity
• Exchanges + OTC
• Staking access

• Participate in on-chain 
governance 

• Financing 
• DeFi access 
• Lend / borrow

CUSTODIAN
CASE STUDY



16

TECHNOLOGY PROVIDERS
A custody technology provider services clients with the underlying technology to build 
their own custody solutions. This includes the security infrastructure, asset transfer and 
settlement (such as setting up of their own governance rules, checks and balances for 
verifying transactions), and custody options (self-custody, and sub-custody). 

An important distinction between custodians and tech providers is that tech providers 
do not have permission or the capability to freely move their customers’ funds. Whereas 
custodians have access and control over their customers’ funds. 

Since a technology provider does not take responsibility over the storage of a customer’s 
assets, they cannot be defined as a custodian. The importance of this distinction for a 
client is dependent on their preferences and needs. It may be that they wish to maintain 
full control over their assets, therefore using a technology provider as the go–to option. 

Since technology providers do not hold a client’s assets, they are exempt from regulatory 
requirements, unlike a custodian. However, to improve client security and satisfaction, 
several security measures are put in place to mitigate potential risks that come from 
using tech provider solutions. Examples of these are back-up keys, disaster recovery, 
and insurance policies on “assets in transfer”.

Key traits of a technology provider include:

• Provider of technology (software & hardware)

• Control and access of funds are with the client

• Self-managed custody

• Not licensed

A very common reason to use a technology provider is if a company wants to provide 
services to their clients that enable them to deposit / withdraw their own funds. This is 
a very common feature across centralised exchanges and crypto products. 

An example of a technology provider is Ledger Enterprise. See their case study below:
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What is it? Ledger Enterprise Solutions is the institution-focused business unit spun out in 2021 
from Ledger, which was founded in 2014. It acts as a crypto self-custody technology provider via its 
Ledger Vault product, enabling enterprise clients to store and manage their private keys in a secure 
and flexible way. 

Who do they service? The solution is ideal for asset managers and custodians looking for 
convenience and streamlined operations with zero compromise on security. Others include exchanges, 
banks, and traditional financial institutions.

Benefits? Customers avoid spending up to 12 months to develop a Hardware Security Module-
based infrastructure for key management systems, and other clients have also spared a minimum 
of €50K per month to run and maintain their solution (servers costs, IT costs, tech support costs). 
This amount can increase by a factor of 5-10 depending on the number of accounts, coins, and 
architecture complexity in terms of validation.

Technology: The Ledger Vault enables highly flexible governance arrangements, which can 
enable a hot/cold-like setup, without sacrificing speed, security, or accessibility. This is achieved 
thanks to capabilities of the administrative and transaction rules, which are used to control who is 
able to access which accounts, while ensuring transactions are subject to a series of automatically 
enforced checks and challenges before they can be signed by a quorum of operators. Through the 
Ledger API, Vault users can automate their transaction flows (e.g. whitelisted addresses or those 
under a certain value). They can also manually modify their governance rules and initiate transactions 
through their back-office systems, via a secure channel used to communicate with the Vault.

Milestones 2021:
• Footprint Expansion (Opening offices in the US + EMEA)
• Organization’s growth and professionalization (+60% 

customers count / x10 secured assets)
• SOC 3

Services:
• Digital Asset Self-Custody
• Key management
• HSM Cluster
• Secure Datacenter
• Industry grade Security team

• Secured interactions with 
Distributed Networks

• Personal security devices
• Governance framework
• Account management
• API

INVESTORS NOTABLE CLIENTS

CUSTODY TECH PROVIDER
CASE STUDY

INVESTORS NOTABLE CLIENTS
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HYBRID CUSTODIAN (TECH PROVIDER 
& CUSTODIAN)

A hybrid custody provider is a combination of both a custodian and a technology 
provider. These are custodians that provide their own technology to service their customers 
(e.g self-managed custody). However, their custodian services also offer qualified / 
managed custody to clients. The latter being their primary service option.

Hybrid custodians may take responsibility for the safekeeping of a client’s assets by 
holding their private keys. Therefore in accordance with our definition, they have 
permission to move a client’s funds freely — hence custodian.

Hybrid custodians may provide clients with the option of self-managed custody and 
simply provide the technology to incorporate their own custom solutions. Therefore 
the client has control over their private keys, and the hybrid in this case does not have 
permission to move a client’s funds freely — hence technology providers. 

Providing both options enables customers to choose their preferred option. It gives a client 
the flexibility to modify their custody setup and storage needs. This comes with the business 
challenge for the hybrid custodian to specialise in both setups (this is subject to discretion). 

Key traits of hybrid custodians include:

• Provider of both custodianship and infrastructure 

• Control and access of funds lie with the custodian or customer

• Self-managed or managed custody

• Usually licensed 

An example of a hybrid custody provider is BitGo. See case study below:
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What is it? BitGo empowers businesses to integrate digital currencies into their existing 
financial systems securely and at scale, without ever taking custody of the asset. The company 
offers a multisignature bitcoin wallet service, where keys are divided among a number of owners 
to manage risk. Generally, BitGo wallets have three keys: one held by BitGo, and two held by 
the wallet’s owner. Wallets can be configured in both hot and cold configurations, as well as 
non-custodial and custodial configurations.

Who do they service? BitGo has a core focus on institutional investors and other service 
providers. These include asset managers, exchange traded funds, endowments, family offices, 
insurance companies, pension funds, and sovereign wealth funds. Service providers include 
banks, exchanges, lenders, liquidity providers, payment processors and other custodians. 

Benefits? Benefits of using BitGo’s third party custody services include reduced risk of third-
party hacks of cold storage, copying or theft of private keys, dishonest acts by BitGo employees, 
and loss of key material due to natural disasters. 

Technology: BitGo also uses their own proprietary technology built to provide their customers 
with the option of self-custody.  This includes custodial services via Bitcoin Trust, technology 
infrastructure via BitGo Inc, trading, lending and settlement via BitGo Prime. BitGo enables 
businesses to integrate digital assets into their portfolios securely with multi-signature technology 
and 3-key management. They offer hot and cold storage access through the web and their API.

INVESTORS NOTABLE CLIENTS

HYBRID CUSTODIAN
CASE STUDY

Milestones 2021:
• AuC valued at $64 billion Nov 2021
• Acquired by Galaxy Digital for $1.2 billion May 2021
• Received NY Trust Charter from NYDFS in March 2021

Services:
• Custody
• Wallet Platform
• Qualified Custody

• Self-Managed Custody
• Portfolio Tools
• API

SOC 1 type 2
SOC 2 type 2
ISAE 3402 type 2

South Dakota
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OTHER FEATURES A CUSTODY PROVIDER 
MAY OFFER?

Crypto custody opens up more opportunities for other services that benefit their customers. 
It is also safe to assert that without assets in storage, a number of these services may 
not even exist. Below are some key offerings:

Accounting 
Performing accounting for crypto is no easy task. Some custody providers have built-in 
reporting tools designed to support back-office teams to do automated accounting.

AML / KYC Integrations
When purchasing or accepting crypto assets as part of a business, it may be required 
to do a full due diligence process on those funds as part of an AML process. There are 
various vendors on the market that specialise in providing these services. Some custody 
providers buy these services on behalf of their customers, while others provide the option 
of a “plug and play” functionality. 

Prime Brokerage
Holding crypto assets is one thing, but having access to other possibilities is also 
attractive for customers wishing to grow their holdings. Various approaches have been 
taken here. For example, Galaxy Digital acquired custodian and prime broker BitGo 
to create a full suite of products, and Genesis Trading acquired Vo1t to expand their 
full-prime brokerage services. 

• Exchange Access
  Custody services may offer direct access to exchanges through their online
  applications, avoiding the need to transfer assets on an exchange. An example
  of this is the UK–based custodian Copper and its Clearloop product. 

• Lending and Borrowing
  Custody services may also offer margin and securities lending by providing
  (or securing) extra liquidity for capital needs. 

DeFi Integrations
Being able to participate in DeFi is increasingly becoming a requirement for innovative and 
less regulated capital. Moving funds out of a custody solution and into the DeFi ecosystem 
is not an easy undertaking, as it may require extra information to be sent with a transaction. 
Tech providers may integrate with wallet providers such as Metamask Institutional — an 
extension and gateway for crypto funds, market makers and trading desks.

Staking
A popular service that crypto custody providers use to take advantage of the yield 
generating opportunities in the space. Custody services may offer direct integrations 
and the ability to stake from within their application, rather than moving assets to another 
third party tool. 

https://www.blockdata.tech/markets/use-cases/kyc-and-aml
https://copper.co/clear-loop
https://metamask.io/institutions
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III: HOW TO CHOOSE A CUSTODY 
OPTION 

Depending on the type of custody an investor needs, there are a number of different 
custody options available. Above we went into the institutional offerings but there are 
other simple options. 

There are both benefits and limitations to each, but first it is important to define each 
option. Depending on the option type, investors will also have different methods of 
storing those assets — such as hot (online), or cold (offline), and how customers’ private 
keys are maintained and secured, so let’s take a look below.

Self Custody
This option means the customer will have responsibility over the management and 
storage of their private keys. This option is typically used by retail investors looking 
for hardware solutions such as a retail-grade hardware wallet. For larger companies, 
and crypto native businesses such as exchanges — or those that need high liquidity 
— self-custody solutions are also a more favorable option. In this case, working with a 
technology provider is the more preferred option. This is also similar for clients wanting 
to utilize shorter-storage, make deposits, withdrawals, and payment options. 

Exchange Wallets
When investors deposit crypto onto an exchange, the exchange is taking custody of their 
assets using their wallets. Hence they manage the assets and thus take the position of an 
“unregulated custodian”. To provide these services, they also use custody technology 
providers as defined previously, or they build their own custody technology. Once an 
investor deposits assets via a “personal deposit address” they are pooled into either 
hot wallets or moved into cold storage. This is what makes it risky to keep crypto on 
an exchange, as vast amounts are managed by one organisation which manages the 
private keys of all their assets. 

Third party / Managed custody
Clients are typically looking for long-term custody storage, with maximum security. 
When investors send assets to a third party custodian, they will typically store the assets 
in their own vaults, manage them, and provide access to services such as staking or 
DeFi. The preference is maximum security over higher accessibility. 

Below is an overview of the different types of wallets, and the additional security 
measures that can be taken to further secure them. 



22

Hot Storage Measures 
Are solutions which are always connected to the internet. The major benefits of this type 
is that assets are highly accessible, but this makes them attractive targets for hacking 
and phishing. Private keys are hosted online to enable high availability.

Warm Storage Measures 
Are designed to combine the benefits of both hot and cold. They are connected to the 
internet but keep most funds in cold storage to prevent any security breaches. 

Cold storage measures 
Are solutions which are offline. Generally regarded as the safest option to store private 
keys. The most popular types are typically hardware devices to eliminate any cyber 
threats. Private keys are stored offline, such as in a physical vault or are separated on 
pieces of paper in separate locations. 

In addition to the type of wallet, there are additional security measures that can be used 
to secure cryptocurrency, such as:

• 2-Factor Authentication (2fa), which requires a login approved by 
multiple devices.

• Whitelisting of Receiving Addresses, which ensures that even if someone 
incorrectly gains access, they can only send transactions to specific addresses.

• Multi-Signature Wallets, which ensure multiple key holders must approve 
actions.

• Geographical Distribution, which ensures the physical security of those 
controlling the keys as they cannot be as easily targeted in one location at the same 
time by attackers.

• Time Locks, which don’t allow cryptocurrencies to be moved until a specified 
point in time.

Passcodes / Pin numbers,
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• Multi-party computation (MPC), which ensures no private key is ever 
stored in one location, but generated at time of use by different cryptographic chunks. 
Private keys are created in the form of multiple distributed key shares.

We will expand on a couple of them later on in this report, namely concerning how 
private key access is managed via multi-sig, MPC and hardware service modules. 

WHAT ARE INSTITUTIONAL CUSTOMERS 
LOOKING FOR?

When looking at retail investors, it is clear that the majority are accustomed to hot wallets 
such as web wallets and exchanges due to their simplicity. Accessibility is simple through 
an account name and password — with an added authentication layer such as 2FA.When 
it comes to large amounts of capital (millions and billions of dollars), management and 
control remain a sensitive issue — this is true for any institutional fiduciary. 

Enterprises and institutions are often thrown in the same mix. When looking at custody 
providers servicing “institutional clients’’, one naturally thinks of large-scale banks, 
corporations, and financial services — but even between them, their preferences are 
not the same. This all depends on how they wish to use their cryptocurrencies, and how 
liquid they need them to be. It is also important to note that it is increasingly common 
for companies to utilize multiple custody solutions to further spread risk. For example, 
crypto exchange Bitstamp partnered with UK-based Copper to expand their product 
offerings and leverage MPC technology. The exchange also uses BitGo as a custody 
provider offering secure storage, Fireblocks to help connect their Bitstamp accounts 
with other platforms, and Ledger Enterprise’s Vault technology to enable advanced 
custody options.

Blockdata dives into a few of these client types below and their needs: 

Institutional Investors
Tend to look at investments long-term. Financial institutions also represent capital 
from their clients, hence why upholding their reputation as a fiduciary is of the utmost 
importance. Their clients typically don’t need regular access to their funds — and are 
more accustomed to low maintenance asset services (i.e. staking). Regulated crypto 
custodians may be their preferred choice for these reasons. 

Hedge Funds
Are looking to deploy capital in and out of the ecosystem to take advantage of market 
volatility. They may assign accounts to specific traders with hot wallets so they can 
act fast and move assets on/off exchanges to make trades. They may request, via a 
governance process, to deposit or withdraw funds into cold storage. 

https://blog.bitstamp.net/post/bitstamp-expands-digital-asset-offering-with-copper-co-partnership
https://blog.bitstamp.net/post/bitgo-provide-custody-our-crypto-assets
https://blog.bitstamp.net/post/bitstamp-and-fireblocks-enable-faster-transactions
https://www.ledger.com/bitstamp-integrates-ledger-vault-security-solution
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Crypto VC Funds
Are probably the most innovative and fast moving on this list. They often want the most 
flexibility, and speed and connectivity are of the utmost importance as they desire 
access to DeFi and other new areas of the crypto ecosystem. These firms tend to work 
with feature-rich providers who offer staking, lending, governance, etc.

Financial Market Infrastructure Players (FMIs)
As traditional institutional players start to offer services to their clients to hold their own 
crypto, they may want to integrate existing ‘battle tested’ technology into their offerings. 
Some examples are how BNY Mellon is integrating Fireblocks’ custody technology into 
their own offerings to be able to offer qualified custodian services to their clients, and 
Visa’s decision to use blockchain APIs via Anchorage Digital. 

Banks / Neo Banks / Neo Crypto Banks
Banks may want to offer the ability for their retail clients to hold crypto. They desire a 
technological solution that they can plug into their services. Smaller ‘neo crypto banks’ 
such as Celsius or Nexo may decide to hold either all or a portion of their assets with 
one custodian or across various custody providers. They will abstract away lots of the 
complexities, deal with KYC and AML compliance and in their terms and conditions 
mention they may ‘sub-custody’ their assets.

Exchanges
Tend to look at crypto storage in terms of security and high liquidity. Frequent access 
is needed, but they may also look into long-term storage options for asset servicing. 
Options here may vary, but in many cases, exchanges tend to opt for custody technology 
providers for transfer and settlement, as well as flexible wallet infrastructure. An example 
of this is Crypto.com, who leverages Ledger Enterprise’s vault technology to secure the 
majority of their own funds, as well as to improve the speed and scale of their digital 
asset operations.

Custodians
A crypto custodian also needs to secure their assets, but more precisely, they need to 
secure their client’s crypto assets. Even though many of them have their own technologies 
to execute this, some crypto custodians secure their client’s funds with third-party 
technology providers. For example, Koimanu and Tetra Trust manage their clients assets 
but leverage Ledger Enterprise’s vault technology to secure them. 

https://www.coindesk.com/business/2021/02/22/bny-mellon-said-to-hire-fireblocks-for-bitcoin-custody-service/
https://usa.visa.com/visa-everywhere/blog/bdp/2021/03/26/digital-currency-comes-1616782388876.html
https://blog.crypto.com/crypto-com-deepens-partnership-with-ledger-vault-following-beta-launch-of-crypto-com-exchange/
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IV. CURRENT CUSTODY BUSINESS 
LANDSCAPE IN 2021

Back in May 2021, we discussed the crypto custody landscape and which service 
providers are targeting which type of customer. As much as we tried to develop a clear 
overview of how the market works, there can still be confusion as a number of services 
overlap. Either they operate in conjunction with one or several service providers, due 
to interoperable dependencies such as third party tech. 

*We want to clarify that the companies selected for this image are not exhaustive. This image is purely used as an attempt to 
illustrate how the crypto custody landscape operates — with the various providers and their underlying technologies used.



26

CUSTODY SERVICE PROVIDERS 
AS OF 2021

When researching the crypto custody landscape, Blockdata found 73 providers across 
various segments of the market. The majority of them came into existence in 2018, with 
a mix between technology and custodial services. We acknowledge the fact that there 
are other custody providers out there, but for this research, the focus was around active 
custody providers who have been showing signs of activity and developments over the 
last 12–24 months. This is collected by public data and does not include “in development” 
projects by institutions, or companies who have not publicised their activities. 

In 2021 alone, 6 custody services have been acquired, either by institutions or other 
custodians buying up technology providers for their own infrastructure and custodial 
services. 

• Coinbase acquisition of Unbound Security (Nov 2021)

• Celsuis acquisition of GK8 (Nov 2021)

• Hauck & Aufhäuser acquisition of Kapilendo Custodian (Sep 2021)

• Gemini acquisition of Shard X (Jun 2021)

• Galaxy Digital acquisition BitGo (May 2021)

• PayPal acquisition of Curv (Mar 2021)

CRYPTO CUSTODY 
SERVICES BY LAUNCHING YEAR

https://blog.coinbase.com/coinbase-to-acquire-leading-cryptographic-security-company-unbound-security-9c7e67f37e24
https://www.theblockcrypto.com/linked/123084/celsius-acquires-high-security-custodian-gk8-for-115-million
https://www.hauck-aufhaeuser.com/erwerb-der-kapilendo-custodian-ag
https://www.coindesk.com/business/2021/06/09/gemini-acquires-crypto-custody-firm-shard-x/
https://www.bitgo.com/newsroom/press-releases/galaxy-digital-to-acquire-bitgo
https://newsroom.paypal-corp.com/2021-03-08-PayPal-to-Acquire-Curv
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Below is an image that represents the three types of custody providers, additionally 
divided by those who are regulated and unregulated.

A number of non-regulated custodians are currently in the process of obtaining a 
license to operate. This process is dependent on the jurisdictional requirements in which 
the custody providers may operate. Copper have announced their plans to become 
regulated, but are awaiting further approval from the Financial Conduct Authority, the 
financial regulatory body in the United Kingdom. 

On the other hand, custody tech providers are not regulated as they do not hold assets 
under custody — the responsibility for private key management is maintained by the client. 
This is opposed to a custodian which manages the private keys. However, tech providers 
conduct security audits (such as SOC 2 Type 2) which verify security implementations 
and technology infrastructure to ensure compliance and regulatory oversight without 
getting a regulatory licence. 

* This image doesn’t include all services, 
in Q1 22 blockdata will be releasing an updated version

https://us.aicpa.org/interestareas/frc/assuranceadvisoryservices/serviceorganization-smanagement
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V: WHAT PROTECTIONS CAN BE 
EXPECTED FROM REGULATED 
CUSTODIANS? 

As customers turn to regulated custodians, it is important to know what kind of protection 
mechanisms are actually in place. After all, they are being trusted with billions of dollars. 
So in the height of a disaster such as a hack or loss of private keys, how protected are 
their customers, and what type of policies are guaranteed to ensure that these protection 
measures can actually be executed? Below are some key examples of what regulated 
custodians offer to their customers, namely to show coverage and security controls.

INSURANCE POLICIES
Even though risk can be managed via a number of technology security measures, taking 
out insurance as a hedge against potential loss can provide customers with a layer of 
protection. This can be an attractive option for institutions and large enterprises who 
have substantial amounts of assets in need of storage. Additional insurance options are 
also offered, such as key recovery services, or insurance of segregated assets. In most 
cases, crypto custodians provide cold storage insurance to their clients.

A number of custodians have managed to attain some substantial insurance packages 
after educating underwriters on their cold storage solutions. As cryptocurrencies are a 
relatively new asset class, the majority of custodians turn to bespoke insurance policies. 
They work with insurance brokers who evaluate their risk profile, create the insurance 
policy, and find underwriters who will pay out in the event of a claim. 

Some examples of insurance policies provided by custody services can be seen below, 
along with their amount of coverage, and who provided the insurance. 

CUSTODY 
PROVIDER SERVICE AMOUNT OF 

COVERAGE TYPE INSURED BY

BitGo Hybrid $100M up to $600M 
(optional)

Cold, Crime 
insurance, E&O Lloyd’s Syndicate

Copper Custodian £10M Cold, Crime 
Insurance Aon (brokered)

Coinbase 
Custody Custodian $320M Across platform, 

Crime insurance Lloyd’s Syndicate

Gemini Custody Custodian $200M Cold storage, Crime 
insurance Marsh and Aon

Genesis Custodian $100M up to $600M 
(optional)

Cold storage, Crime 
insurance Lloyd’s Syndicate

Fireblocks Tech Provider $43 M Cold, warm, asset 
transfer & E&O Lockton and Marsh

Ledger Enterprise Tech Provider $150 M Cold, Crime 
Insurance Lloyd’s Syndicate
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There are a few implications with insurance policies however. In some cases, not all 
coverage is equal and it is also dependent on the custodian’s architecture (using hot 
and cold storage options). This can cause potential coverage gaps. 

“A custodian may have crime insurance to cover only assets “in-flight”, focusing on hot wallet 
holdings over cold storage. Another may have specific insurance that covers assets “at rest” 
in cold storage, but this doesn’t cover third party hacks, or losses due to compromised key 
generation or transaction processes. In other words, when a custodian forces a trade-off 
between security and usability, the insurance reflects that risk variation.” 
 – Anchorage Digital

AUDIT AND CONTROLS
Traditional regulated custodians are subject to an annual audit and regular inspection. 
This is part of custody law, in order to provide additional client safeguards (e.g under 
the Advisers Act) when a registered custodian has custody of a client’s assets. The same 
applies to a regulated crypto custodian, as regardless if the asset is crypto, it still falls 
under securities law. This primarily shows that their services and technologies have been 
thoroughly examined by a third-party auditor. These auditors verify how effective a 
custodian’s systems of control are (security, privacy, availability, etc.).

What exactly are these audits and controls? The most common audit for a custodian 
is a SOC audit. SOC stands for System and Organisation Controls. It is a framework 
provided by the AICPA, a regulatory body in the U.S. responsible for accounting and 
finance certification. 

SOC audits come in various forms. Currently there is SOC 1, SOC 2 and SOC 3. As 
the most common are SOC 1 and SOC 2, we’ve compared differences and overall 
purpose below. 

As for a SOC 3 audit, it is essentially the same as a SOC 2, with the only difference 
being that the SOC 3 report is intended for public use (a general use report). Unlike 
the SOC 2, they do not have a detailed description of the controls tested by the service 
auditor. Because of this, the SOC 3 report is mostly used for marketing purposes and 
not critical for custody service providers. 

Next to SOC, there are other audits (both within and outside of the U.S.). Without going 
deeper into each of them, these audits are basically similar, or a near equivalent.

• ISO 27001 is an international standard on how to manage information security.

• ISAE 3402 is an international assurance standard that describes Service 
Organization Control (SOC) engagements, which provides assurance to an 
organization’s customer that the service organization has adequate internal controls.

• ISAE 3000 is the standard for assurance over non-financial information. It is 
issued by the International Federation of Accountants and consists of guidelines 

https://www.sec.gov/info/smallbus/secg/custody_rule-secg.htm
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for the ethical behavior, quality management and performance of an ISAE 3000 
engagement.

• SSAE 16 mirrors the International Standard on Assurance Engagements ISAE 3402 
with some minor differences.

• SSAE 18 is a series of enhancements aimed to increase the usefulness and quality 
of SOC reports.

SOC 1 VS SOC 2
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VI: LEGAL IMPLICATIONS
Regulatory uncertainty is still a major issue for cryptocurrencies. This is due to their 
conflicting interest with traditional securities laws. In regards to crypto custody, this is 
particularly in terms of how customer protection practices are upheld. 

Major concerns around the categorization of cryptocurrencies continue to be debated in 
legislative discourse. For example, are cryptocurrencies considered financial instruments 
(FIs), securities or commodities? How can these digital assets be safeguarded now that 
they require new nascent types of security measures? Although there are a number of 
approaches to create common frameworks around cryptocurrencies, it is clear that 
regulation is fragmented, and government bodies remain unsettled on the matter. 

“The manner in which digital assets, including digital asset securities, are issued, held, or 
transferred may create greater risk that a broker-dealer maintaining custody of this type of 
asset, as well as the broker-dealer’s customers, counterparties, and other creditors, could 
suffer financial harm...

For example, the broker-dealer could be victimized by fraud or theft, could lose a ‘private 
key’ necessary to transfer a client’s digital assets, or could transfer a client’s digital assets to 
an unintended address without the ability to reverse a fraudulent or mistaken transaction. In 
addition, malicious activity attributed to actors taking advantage of potential vulnerabilities 
that may be associated with distributed ledger technology and its associated networks 
could render the broker-dealer unable to transfer a customer’s digital assets.”
 – Securities Exchange Commission, April 2021

In addition, there are various jurisdictional requirements. As much as we have seen 
a number of new legislative measures take place — to put it bluntly — this does not 
necessarily mean that one jurisdiction will agree with another. 

We’ve found that the main issues surrounding regulated crypto custody come down 
to two major topics. One being the safeguarding of a customer’s assets from financial 
harm, and two, its classification as an asset class. 

1) Safeguarding The Asset

When comparing cryptocurrencies to traditional assets, the issue arises on how custodians 
themselves can actually safeguard them. This also requires the custodian to provide 
proof that their new technologies are highly secure and robust. Cryptocurrencies are 
a completely new type of asset class, therefore safeguarding them does not adhere to 
legacy forms of security (such as the obvious gold storage in a physical vault). Rather, 
these digital assets require a more complex form of security measure in order to ensure 
their safeguarding. Once assets are lost or stolen, it is practically impossible to reverse 
the situation if they reside on a public blockchain — which is still a major concern for 
regulators. 

https://www.sec.gov/rules/policy/2020/34-90788.pdf
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Crypto custodians are trusted with safeguarding a customer’s private keys, so questions 
arise from regulators if this is really something that can be fully protected. A number of 
custodians have shown proof of high-grade security measures, but again, these forms 
of custodianship are new. It may be a question of proving how “battle-tested” and 
hack-resistant their solutions are. Alongside proving themselves, it is also a matter of 
educating regulators to not apply outdated criteria to a completely new asset class. 

2) Classification of the Asset

The second major implication is in the classification of the asset itself. Regulators are often 
in disagreement or uncertain whether cryptocurrencies can be considered a security, a 
financial instrument, a commodity, or some other form of asset. Popular debate involves 
the function and role of utility tokens, and whether or not these are deemed securities if 
investors are indeed making profit from them — as opposed to actually using them for 
any form of blockchain utility. 

It is important for custodians to work alongside regulators to ensure that these 
classifications are being constructed in a cooperative manner. In fact, many have 
done so as we’ll show later in the report. It becomes clear that until regulation matures, 
custodians need to be persistent in proving that their protection and security services do 
align with current laws. However, this does not mean that regulators can simply apply 
traditional standards to cryptocurrencies. They should consider consulting the experts 
in this field, which in this case are crypto custodians. 

ARE CRYPTO CUSTODIANS MORE RELIABLE 
WHEN IT COMES TO “REGULATED” 
CAPITAL? 

As the process of obtaining regulatory approval is difficult, it could be argued that 
receiving a license to operate as a custodian is a strong sign their security practices 
may be best suited to protect regulated capital in crypto assets. As regulation begins 
to take shape around crypto custody, regulated custodians do hold an advantage in a 
few ways towards institutions looking to enter the space. 

• Regulated custodians are able to service “regulated capital”, as institutions are 
required to store their investment with a regulated custodian.

• Operate more as a traditional custodian, therefore subject to direct custody law and 
customer protection measures. 

• Insurance coverage is significantly higher with regulated custodians as underwriters 
tend to agree more with their security measures and registered status.

• Many are working directly with regulatory bodies, educating them on new custody 
criteria for crypto assets and additional services.
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Now a custody technology provider may also work with regulators but in a different 
manner. For example, Ledger Enterprise Solutions attempts to work with regulators by 
showing their operations are transparent and align with regulation. This is primarily in 
regards to the transparency of transactions, and to ensure that internal and external 
auditing can be controlled without any issues. But this remains a tricky task due to 
the underlying nature of blockchain technology itself. Tech providers such as Ledger 
Enterprise Solutions are also working with regulated services (such as regulated bitcoin 
funds, or registered broker-dealers), to ensure compliance standards are met and crypto 
services abide by regulatory requirements. So in essence, aligning with regulation is also 
important for a tech provider, even if they are not regulated as an investment advisor 
under traditional custody law. 

Remember, this chapter isn’t about which of the two is better to use, it is about who has 
the most reliable opinions in terms of regulation. Their roles in custody are inherently 
different from a custody point of view, and thus they will have their different perspectives 
on the topic of custody regulations. 

Both are important service types as they continue to work with regulators to improve 
current regulatory frameworks around cryptocurrencies, and security measures to 
safeguard assets on a blockchain. It is in the best interest of both providers along with 
their compliance teams to further educate governments and financial institutions on the 
topic of crypto custody and asset classification. 

REGULATION AS A STUMBLING BLOCK 
TOWARDS INSTITUTIONAL 
ADOPTION?

From the demand-side, it is important that crypto custody services continue to prove the 
validity of their security services. As much as we notice institutional interest and activity 
in the blockchain industry, there are still a vast majority of traditional institutions sitting 
on the sidelines awaiting further regulatory clarity before risking their investments. 

Nickel Digital Asset Management conducted a recent survey of institutional investors 
and wealth managers from the US, UK, France, Germany and the UAE who collectively 
have $257 billion in AuM. The study revealed that “76% describe concerns about security 
of digital assets and custodial services as a “significant” hurdle, preventing many from 
investing in crypto assets for the first time.” 

The report further describes that the same percentage said this about the size of the 
market and liquidity, followed by 71% who see the regulatory environment for the crypto 
market as a major issue to invest in. 

https://www.institutionalassetmanager.co.uk/2021/07/21/303833/quality-custodial-services-seen-most-significant-hurdle-institutional-investors
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MOVEMENTS TOWARDS REGULATORY
MATURITY

The above section may give the impression that regulations are immature and not 
much has happened. However, there have been some significant steps in terms of 
crypto regulation in various jurisdictions. Actions taken by government bodies and 
international organisations have been pushing for the need to reframe certain laws 
around cryptocurrencies and blockchain technology. 

In 2018, the release of the MiCA framework played an incredibly important role as it 
attempted to separate the types of crypto service providers.The EU Commission’s proposal 
has since been further developed to help regulate crypto assets in the EU and provide 
a single licensing regime across all member states by 2024. One type of service was 
defined as “the custody and administration of crypto-assets on behalf of third parties”. 

Since then, a number of initiatives and even new laws have been created surrounding 
the topic of crypto custody. For example, in Germany, the BaFin introduced crypto-
custody business into the German Banking Act as a new financial service. 

Name Date Topic of Discussion Publ.

OCC Nov 
2021

National banks and federal savings associations must 
demonstrate that they have adequate controls in place before 
they can engage in certain cryptocurrency, distributed ledger, 
and stablecoin activities.

Link

OECD Jan 2021

Report identifies key regulatory issues in tokenized assets and 
markets that may warrant further attention from policy makers. 
This is to ensure that those tokenized assets that do fall under the 
purview of financial market regulators comply with 
regulatory requirements. 
Requirements that are consistent with financial stability, 
financial consumer and investor protection, market integrity, and 
competition considerations.

Link

SEC Dec
2020

On December 23, 2020, the SEC issued a statement and request 
for comment regarding the custody of digital asset securities by 
broker-dealers. Their goal was toencourage innovation around 
the application of the U.S. federal securities law broker-dealer 
“customer protection rule” to digital asset securities.

Link

AMF Sep
2020

The Autorité des Marchés Financiers (AMF) describes its 
requirements for digital asset service provider (DASP) registration 
or license. Registration is mandatory for two types of services: the 
purchase and sale of digital assets in legal tender (e.g exchange 
bitcoin for euros) and the custody of digital assets for third 
parties (custody of private keys for clients with the ability to use 
them on their behalf).

Link

BaFin Jan
2020

The German Act Implementing the Amending Directive on the 
Fourth EU Anti-Money Laundering Directive has introduced 
crypto custody business into the German Banking Act 
(Kreditwesengesetz – KWG) as a new financial service.

Link

https://www.sygna.io/blog/what-is-mica-markets-in-crypto-assets-eu-regulation-guide/
https://www.occ.gov/news-issuances/news-releases/2021/nr-occ-2021-121.html
https://www.oecd.org/daf/fin/financial-markets/Regulatory-Approaches-to-the-Tokenisation-of-Assets.pdf
https://www.sec.gov/rules/policy/2020/34-90788.pdf
https://www.amf-france.org/en/news-publications/news-releases/amf-news-releases/digital-assets-amf-describes-its-requirements-dasp-registration-or-license
https://www.bafin.de/EN/Aufsicht/BankenFinanzdienstleister/Markteintritt/Kryptoverwahrgeschaeft/kryptoverwahrgeschaeft_node_en.html
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Regulations are a dialogue however, and several blockchain companies and organisations 
have taken the effort to leave comments and provide input on various regulatory 
frameworks, in the hopes of improving them. Below a few examples in relation to the 
December 2020 SEC request for comments on special purpose broker-dealers.

Name Date Topic of Discussion Publ.
Anchorage 

Digital
Nov 
2021

Custody of digital asset securities by special purpose 
broker-dealers. Link

Wall Street 
Blockchain 

Allianec

Jan 
2021

Custody of digital asset securities by special purpose 
broker-dealers. Link

Prometheum Dec
2020

Custody of digital asset securities by special purpose
 broker-dealers. Link

tZero Group Sep
2020

Custody of digital asset securities by special purpose 
broker-dealers. Link

https://www.sec.gov/comments/s7-25-20/s72520-9088935-246726.pdf
https://www.sec.gov/comments/s7-25-20/s72520-8731003-237045.pdf
https://www.sec.gov/comments/s7-25-20/s72520-8734178-237104.pdf
https://www.sec.gov/comments/s7-25-20/s72520-8648975-231028.pdf
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VII: COUNTRIES THAT ALLOW 
CUSTODIANS TO REGISTER 
AS REGULATED ENTITIES. 

“Licensing regimes are not compatible with the nature of the industry” 
 – Alessio Quaglini, CEO of Hex Trust

When a custodian says they are qualified, or offer qualified custody, this can be seen 
as a reliable service for institutions looking for trustworthy services. However, this is 
where a lot of confusion around qualified custodians emerges for a number of reasons. 
Some countries allow a custodian to register as a crypto service provider, but this does 
not mean they will receive a license to operate as a custodian. In addition, a number 
of service providers may claim to offer qualified custody, yet do not have a license. Of 
course in many cases, the custodian could be in the pending process. 

A great example of this is in France, where the AMF has a number of registered crypto 
service providers, yet not a single license has been given out to operate as a “regulated 
entity”. Being registered as a crypto service provider also means that in some countries, 
the service is bundled with other providers — such as blockchain solution companies, 
trading exchanges, or payment providers. This also does not state that a crypto custodian 
is in fact regulated. 

Another example is the DNB (in The Netherlands). Crypto service providers can be 
registered, but the Dutch Authority for the Financial Markets (AFM) does not supervise 
crypto service providers. This means there is no specific consumer protection for crypto 
services — including custodians. 

In Germany, the Federal Financial Supervisory Authority (BaFin) acknowledges a 
crypto custodian as a new financial service business and is therefore granted a license 
to operate as a regulated crypto custodian. They have gone as far as to incorporate 
the term crypto custody service in their banking act. 

In Switzerland, they have provided companies with a banking license to operate as 
a crypto custodian. In the United States, custodians act as a depository institution or 
trust, subject to charters (such as bank charters) at the state and/or federal level. For 
example, BitGo and Gemini both operate as fiduciaries and qualified custodians under 
banking law and licensed by the State of New York.

Below is an example of some countries that have active crypto custodians. This image 
highlights the discrepancies only, not if one is correct or not. In essence, having a different 
term to define a crypto business seems problematic and a reason for regulatory issues 
on company registrations and licensing. 

https://www.amf-france.org/en/professionals/fintech/my-relations-amf/obtain-dasp-authorisation#List_of_DASPs_licensed_by_the_AMF
https://www.dnb.nl/en/sector-information/supervision-sectors/crypto-service-providers/registration-of-crypto-service-providers/
https://www.dnb.nl/en/sector-information/supervision-sectors/crypto-service-providers/registration-of-crypto-service-providers/
https://www.bafin.de/EN/Aufsicht/BankenFinanzdienstleister/Markteintritt/Kryptoverwahrgeschaeft/kryptoverwahrgeschaeft_node_en.html
https://www.bafin.de/EN/Aufsicht/BankenFinanzdienstleister/Markteintritt/Kryptoverwahrgeschaeft/kryptoverwahrgeschaeft_node_en.html
https://www.seba.swiss/media-and-investors/seba-bank-secures-the-first-institutional-licence-to-custody-collective-investment-schemes-for-digital-assets-in-switzerland
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*Licensing Disclaimer: This information is provided as a basic overview and to show the non-uniform regulation 
around this topic. As part of any RFP you should include relevant stakeholders and consult legal expertise to verify 
what responsibilities a custodian has in your jurisdiction.

BLOCKDATA IS A CBINSIGHTS COMPANY
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VIII: DIFFERENT SECURITY APPROACHES 
TO DIGITAL ASSET CUSTODY 

All custody services outlined in this report actually rely on three types of security measures 
for the underlying management of a customer’s private keys. Whoever controls the private 
keys ultimately controls the assets and protecting them is of the utmost importance and 
why the custody industry exists. Below we will provide an overly simplified explanation 
and diagram of some of the security mechanisms to help investors understand them. 
Each mechanism has its own pros and cons that are not covered in this report. 

All of these mechanisms try to ensure that no single actor can make transactions without 
having other actors also agree to the transaction. Put otherwise, it’s about removing 
single points of failure and decentralizing the security. In all cases, a ‘key generation 
ceremony’ happens in a secure way and backups are created if disaster recovery is 
needed. To see what one looks like inside a faraday cage click here. After this, keys 
are distributed and layered security/governance controls are layered on.

In any of the mechanisms below, if a malicious actor has access to all signing keys/methods, 
they have full control over the assets. These methods aim to minimise (remove) the ways 
assets can be transferred without necessary actors participating in the transaction process. 
These solutions have evolved over the years by many of the providers outlined in this 
report as they are building, upgrading and securing the underlying security technology. 

KEY STORAGE / MANAGEMENT 
Multi-signature
Multiple actors with their own private keys must come together to sign a transaction, a 
client often initiates a transaction and can be co-signed by the custodian/ tech provider. 
Multisig is an on-chain feature and is directly integrated on the blockchain level where 
a transaction can only be sent if multiple wallets come together to sign a transaction.

MPC - Multi Party Computation
Each actor that wants to participate has a cryptographic key share and when they 
come together physically or virtually to do a transaction, a Multi Party Computation 
process is initiated.  Each one will independently compute their key share to produce a 
valid signature. This means that the “key” is never in one place, but rather is generated 
when it is needed. 

HSM - Hardware Security Module
A HSM can encrypt, decrypt, create, store and manage digital keys, and be used for 
signing and authentication. The purpose is to safeguard and protect sensitive data. Each 
actor has access to a hardware device, either on their person or via secure software, that 
acts as a key manager, for a transaction to take place they must authenticate to log into 
the device and ‘sign’ a transaction using the on device key. They can also be installed 
on premise and take the form of a server which may be placed in a secure data center. 

https://youtu.be/_yIfMUjv-UU?t=2888
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POLICY / GOVERNANCE LAYER 
Extra security layers and controls are built around these security approaches, depending 
on the type of client and their needs. They may take the form of physical security, extra 
log-ins and 2 factor authentication. 

Tooling is provided that allows admins to set permissions levels that can enable invited 
users to initiate and authenticate transactions from allowed users. This is mostly achieved 
via web access and investors can expect the same level of security here as a business 
bank account or other business critical infrastructure. 

These tools also enable users to build processes that can trigger compliance rules, for 
example, if a transaction is above a certain threshold, a more senior team member 
needs to give permission for the transaction for it to be sent. Other rules may look at if 
the address has been previously whitelisted (it is a known address) or if it is a new one. 

Security disclaimer: This information is provided as a basic primer, as part of any RFP you should include relevant 
stakeholders and not trust a custody provider just because ‘they use MPC or HSM’ as there are other vectors of 
attacks and most importantly, if you hold your private keys (you self custody via a hybrid or tech provider) you will 
need to build your own security layers around it. 
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IX: CONCLUDING REMARKS
As the blockchain and crypto markets continue to evolve, custody solutions will continue 
to play a primary role in the way many crypto assets will be managed. As for institutions 
and their regulatory dependencies, it is vital that crypto custodians maintain their levels 
of security and asset servicing to bridge the gap between the traditional and crypto 
ecosystem — especially for new institutional market entrants. 

Custody should not be seen as just the safekeeping and storage of crypto and digital 
assets. It is an important building block that enables institutional adoption. Crypto 
custody, from technology providers and custodians alike, lays a strong foundation that 
provides institutions with the infrastructure they need to pursue further interests in the 
cryptocurrency industry.

In 2021 alone, there have been significant milestones in the crypto custody market. From the 
aggressive acquisitions by institutions and custodians in order to upgrade their infrastructures 
and security measures, to offering full-stack solutions. This has opened up new market 
opportunities for prime brokerage, trading, lending, DeFi integrations, and staking.

MOVING FORWARD
The market is still highly fragmented, which creates a healthy level of competition 
between service providers who are all trying to prove that their services are the best in 
the market. It pushes custodians and tech providers to build better security systems, as 
well as work with regulators to develop the appropriate frameworks for cryptocurrencies 
and digital assets. Crypto is slowly but steadily modernizing traditional custody rules 
as regulatory bodies continue to find solutions for the crypto space. We have seen 
some serious developments from bitcoin becoming legal tender, to some of the largest 
institutions adding cryptocurrencies to their balance sheets. 

However, knowing the differences between custody service providers is important to 
understand the crypto custody industry and all of its layers. Regulated custodians are 
on the rise, and their qualified services are making entry into the market easier for 
institutional clients. 

Since private key management, and storage options are still relatively flexible with 
multiple options (in comparison to traditional securities and financial instruments), this 
has led to new forms of custodial services to flourish and compete in the same market 
— namely, custody tech providers. 

The industry is not only ripe with innovation, but the crypto custody infrastructure is 
already here. Now crypto custody services are all positioning themselves to become the 
industry standard, while regulators are being forced to modernize their custody rules. 


